s EMPOWERING BUSINESSES
SEQRITE

Seqrite Endpoint Security 7.6

Administrator’s Guide

A8n15iilaWiaas IDS, IPS

SEPS SME

SEPS Business
SEPS Total

SEPS Enterprise Suit

www.seqrite-thailand.com



a

35n15:UaNLa3 IDS, IPS

1. L‘l’l’ﬁgi‘viﬁ’l Console Segrite Endpoint Security Management

lufiy Clients > wau Manage Policies > 1dan Policy 1A@9n1579A1

{=} Admin Settings @ Support ? Help [> Logout

Seqrite

Endpoint SECUfitV 76 1ot Home m Settings  Reports A ]

Clients

Client Status Client Action Client Deployment Manage Groups Manage Paolicies Assets

Policies help you manage the client settings for different groups within your organization. Here you can create and copy policy. Also, you can view policy details and status of
the policy applied on the endpoints.

Add Delete Import Export ?
Policy Name Groups Access Policy Applied On Policy Pending On Action
Def - Default - - =
mport_| i Default Default - 1 Endpoint B
Client_Policy Client Default 1 Endpoint - B

2. 1U# IDS/IPS

£+ Admin Settings 9 Support ? Help [> Logout

Seqgrite ' - o

End pOiﬂt SECl.lritV 7.6 Enterprise Suite Home m Settings Reports ! [~

Clients
ien 2

Client Status Client Action Client Deployment Manage Groups Manage Policies Assets

Modify policy settings

Policy Name: Client
Description: Policy for Client
Client Settings Schedule Settings
-

[ Let clients configure their own settings

Scan Settings IDS/IPS
Enable IDS/IPS
Detect Port Scanning Attack (
External Drives Settings Detect DDOS (Distributed Denial of Service) Attack C

Email Settings

tomize

IDs/Ips  #|  Action to be performed when attack is detected

o 3 e
el B Block Attackers IP for |3 .| Minutes

) [0 Disconnect endpoint from the network (only in case of DDOS and Port Scanning attack)
Web Security
[ Display alert message when attack is detected
Application Control
Default
Advanced Device Control

Data Loss Prevention
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- Enable IDS/IPS : Waldaruniaas IDS/IPS
- Detect Port Scanning Attack : #5233Un158UAU Port LLazﬁqnqiuﬁanpﬁﬁmﬁ
- Detect DDOS : 715293U hazUaenu DDOS Attack

> 111115 Save Policy (Auen9gn)
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